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Why CloudVPN

Public IP Address?

Port Forwarding?

Secure?

Scaling?

Private SIMs?




Why CloudVPN

Secure
Connectivity

Time Saving
features

Secure
platform with
regular audits

Powerful role
based user
management
system

Live and
Historical
Dashboards






CloudVPN is a platform

-

CloudVPN Client

CloudVPN Router

Cloud Service

Ij it

CloudVPN Mobile APP* Browse( Based
Services
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What does the CloudVPN offer?

Life time connection*

Remote Access to LAN
Remote Updating
PLC/HMI/FW

VNC
http

Web Socket
Data Source
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CloudVPN Hardware Overview
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CloudVPN Gateway hardware summary

CloudVPN GW Eth 600-0001
CloudVPN GW Eth + LTE 600-0002
CloudVPN GW Eth + WiFi 600-0003
CloudVPN GW Eth + LTE + WiFi 600-0004

SIM Card Slot (2FF)

LTE Antenna(Div) WiFi Antenna

LTE Antenna(Main)

Power Connector Power Connector Power Connector

0001 0002 0003

USB Memory Stick, power supply or antennas are not included

0004

SIM Card Slot (2FF)

WiFi Antenna

LTE Antenna

Power Connector
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CloudVPN Gateway hardware accessories

LTE Antenna

WiFi Antenna

Power Supply

601-0001

D

601-0004

Lo L

601-0005

= -

601-0002 601-0003

©
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601-0005

Antenna side

SMA Male/Plug

RP-SMA Male/Plug

NA


https://cloudvpn.beijerelectronics.com/hc/en-us/articles/4406049754769-Hardware-catalog-documents
https://cdn.ixon.cloud/support/website/images/article-images/more/hardware-documents/hardware-catalog/IX2204.png




The CloudVPN Connections

CloudVPN
o0 "7
%, -~ EomeT

Users

VPN MQTT

_______»

Notifications

VPN towards MQTT
server Cannot be turned
Can be off
turned off
via portal
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The CloudVPN Config Process

g i Config - Cloud
M

Portal Access

Config file

Push
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EEEEEEEEEEE



| 16

The VPN Flow

-

VPN Client Access

VPN

M

CloudVPN Server
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Dashboards and Other Information

ey CloudVPN Service

Portal Access

MQTT
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How is security maintained

Our partners have well thought out security with a scalable and intelligent server network of over
50 servers, distributed worldwide and located in ISO 27001-certified data centres. Some of the
security measures we have in place to maximise our cloud security are:

=Encryption of traffic

=Patch management

=Vulnerability assessments
=Continuous server health monitoring
=Restricting server access

=Data back-ups

Beijer
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How is security maintained

Our complies with international industry security standards:
=[SO 9001 (quality management),
=[SO 27001 (information security),
=[SO 27017 (cloud security),

=[SO 27701 (privacy)
=|[EC 62443 security level 2 (security & hardware development).

This includes recurring and rigorous third-party audits that test, verify and continuously improve
our products and services to meet the latest security requirements.
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Port Requirements

Only outbound ports are required, provide this to the network administrator if required.

Application

Outbound

Outbound
Outbound
Outbound
Outbound
Outbound

1194 (2)
8443 (3)
53 (4)

123 (5)

No Port (6)

UDP

TCP

TCP & UDP

UDP

ICMP (Echo Request)

HTTPS, MQTT (TLS),
OpenVPN (1)

OpenVPN
HTTPS
DNS

NTP



Getting Started - Demo

EEEEEEEEEEE


https://www.youtube.com/watch?v=OloBp_OALM8
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Getting help

Beijer Electronics X +

C O # cloudvpn.beijerelectronics.com

Beijer
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O\ Search

Welcome to the CloudVPN Support Page

Need help?

Can't find what you're looking for? Look here!

Device Connectivity

Connect your device (CloudVPN router / CloudVPN
Agent) to the CloudVPN Portal

Portal

Use your device's services and invite users

Admin

Manage your company



https://cloudvpn.beijerelectronics.com/hc/en-us
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